KPSPIN
NETWORK MANAGEMENT HANDBOOK

|

wmAbE

e, i —e e~ ol —
iy _/




KPSPIN NETWORK MANAGEMENT HANDBOOK

CONTENT

-

Objectives

Tplink Router Interface And Setup

Tp Link Router Management Portal

Setting Up Wifi

Setting Up Guest Wifi

Dhcp Settings

Create And Manage Network Administrators

Changing Management Access Rights

© 9O N o g A~ 0o b

Checking For Devices Connected To The Network
10. FAQ’s

11. Appendix: Finding Your Router’s Default Gateway Ip

Vimeo Video Link to training: https://vimeo.com/565530221

Page No.

N A WO DN

10
1
13
15
17
18
19


https://vimeo.com/565530221

1. OBJECTIVES

Overall Objectives:
e Familiarize users with the router interface, menu and settings.
Equip and enable users to easily manage and troubleshoot basic network problems.
Allow users to login into the router and perform basic router configurations.
Allow users to report on the network failure.
Allow users to control network access.

Specific Objectives:
e Access router interface using PC
Create Wireless Network
Create Guest Network
View connected devices to the internet
Create and Modify Wireless password
Create and manage administrators
Create , Modify the DHCP server Settings
Learn about things to AVOID / ‘DO NOT CHANGE’ settings.



2. TPLINK ROUTER INTERFACE AND SETUP

Requirements:

e Working Laptop/ Tablet/ Smartphone/ Desktop Computer

Wired or Wireless Connection to the router (Preferably cable)
Router (in this case Tplink router)

Basic knowledge on IT (Using computer)
Working Modern Internet Browser (Chrome, Edge, Opera)

2.1 Router Interface:

o \

Model installed at KPSPIN locations: TP-LINK RW840N

2.2 Connecting the router:

e Using Ethernet cable, connect the router to a laptop on any of the yellow ports of the

router (do not use the blue port on the router).
e Power the router and laptop pc.

e Give the router about 2 minutes to boot/ load /start up.



3. TP LINK ROUTER MANAGEMENT PORTAL

Login and Network Setup (11:55 in video)
e After setting up the router, Open internet browser and type http://tplinkwifi.net or the
ip (192.168.0.1)

< C Y A Notsecure | tplinkwifinet * B OO0 @

TP-Link Wireless N Router WR840N

10 tp-link Model No. TL-WRB40N

» | & usemame ]
‘ assword J

Scan the QR cade to download TP-Link Tether app =7
3 pp Store
Conveniently manage your network from any mobile device. i
Complete control from the paim of your hand. > T
oogle Play
App

e You will be asked to enter password (for current router firmware) or to enter username
and password (for old firmware or routers).

e Enter admin for both username and password (lowercase)

e You can later choose to change the username and password of the router for security
reasons.

Management Portal (17:35)
e On the left side there is a menu list with various management options. The Quick Setup
Help on the right side is a handy guide for information about each feature.
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, Status

Quick Setup Quick Setup Hel|
Operation Mode Quick Setup - Start # D B

With this guide, you can set the basic parameters to
Network get a connection to the internet. Even if you are not
Emrmeae———o= familiar with this product, you can stil finish the

Wireless settings easily. If you are an expert, you can also
e Run the Quick Setup fo manuelly configure your intemet connection and wireless seffings e E I e G o S G
L — To continue, please click the Next button to use this

DHCE. To exi, please clickthe Exit button N Click the Next button to continue

Forwarding

Security
Parental Controls Exit Next
Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding

Dynamic DNS
IPv6 o
SYEemiTook Scan the QR code to download TP-Link Tether app
Logout
Conveniently manage your network frem any mobile device.
‘Complete control from the paim of your hand.
App



http://tplinkwifi.net

o Status: information about connections and summary of all the current settings
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Quick Setup | Status Hel
—_—— s Help
Operation Mode Status i
The Status page displays the Routers curent
Network " stalus and confguration. Al information s read-
TS only.
‘Wireless Firmware Version:  0.9.1 4.16 v0001.0 Build 180614 Rel 40494n

LAN - The following parameters apply fo the LAN
Guest Network Hardware Version:  TL-WRB4ON v6 00000007 | portof the Router S mnﬂgf;”mem fanTing)

Network -> LAN page

DHCP
R s — ] MAC Address - The
= - physical address of
_ forwardng | LAN the Router, as seen from the
Security « IP Address - The LAN IP address of the

Router.
Subnet Mask - The subnet mask
‘associated vitn LAN |P address.

MAC Address:  1C:3B:F3:07:63:06

Parental Controls
IP Address  192.168.0.1
Subnet Mask  255255.255.0 Wireless - These are ihe current seftings or
Advanced Routing information for Wireless. You can configure them in
_— the Wireless -> Basic Settings page

Access Control

Bandwidth Control

————————— = Operation Mode - Indicates the mode
IP & MAC Binding Wireless 2.4GHz which the device is working on.

R ——— Wireless Radio - Indicates whether the

Dynamic DNS wireless radio feature of the Router is

V6

Operation Wode:  Router - enabled o disabled

Name(s SID) - The SSID of the Router
Mode - The cumrent wireless mode which
the Router works on.

« Channel - The current wireless channel in

(]

System Tools Scan the QR code to download TP-Link Tether app

Logout

Convenienty manage your network from any mobile device.
Complete control from the paim of your hand.

use.
Channel Width - The bandwidth of the

CETEON wireless channel
B Google Play MAC Address - The physical address of

the Router, as seen from the WLAN.

WAN - The following parameters apply to the WAN
ports of the Router. You can configure them in the
App  Network > WAN page.

- Mac address, IP Address

- Firmware and Hardware version

- LAN (Local Area Network: MAC address, IP)

- Wireless 2.4 GHz

- WAN: Router IP given by Internet Service provider, Default Gateway IP
- (17:43)

o Quick Setup: helps to set up the network connection
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k Wireless N Router WR340N
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10 tp-link Model No. TL-WRB4ON

# Ui .
Operation Mode Quick Setup - Start Quick Setup Help
oo a—— With this guide, you can set the basic parameters to
i get 2 connection to the intemet. Even if you are not

familiar with this product, you can sfill finish the
seftings easily. If you are an sxpert, you can aiso
choose to set what you want in the menu rather than

wireless
Run the Quick Setup to manually configure your intemet connection and wireless settings
Guest Network

To continue, please cick the Next button 1o use this
DHCE To eil, please click the Exit bution Click the Next button to continue.
Forwarding
Security

Pareta Conro ) S

Access Control
Advanced Routing
Bandwidth Control
1P & MAC Binding
Dynamic DNS
1Pv6.

i i Scan the QR code to download TP-Link Tether app

Logout

Conveniently manage your network from any mobile device.
Complete contral from the paim of your hand.




o Operation Mode: provides various modes for how the router can be used: in the
case of KPSPIN, they are used as Wireless Routers.
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Quick Setup )
— Operation Mode Help

Wireless Router(Default): In this mode, the device
enables multiple users o share the Intemet
connection via Ethemet port. Tne LAN devices share

Operation Mode

e Eeedt an Deerction Mods the same IP from ISP through Wireless port. While
Guest Network @® Wireless Router comecting o Iniemet, the Etemet pot otk &3 &
por
O wisp
DHCP . N WISP: In ihis mode, the device enables multiple users
Forwarding O Access Point to share Infemet connection from WISP. The: rt

= — - O Range Extender devices share the same IP from WISP through

Security . Wireless port. While connecting fo ISP, ihe Wireless
. SR por works as a WAN port. The Ethemet port acis as
Parental Controls.

Access Control Save Access Point In this mode, this device can be
e connected o a wired network and transform the wired

Advanced Routing access into wireless that muliple devices can share
o e——— together, especialy for a hame, ofiice or hotel where

Bandwidth Control ‘only wired network is available.

1P & MAC Binding Range Extender: In this mode, this device can copy

——— and reinforce the existing wireless signal to extend the
Dynamic DNS Coverage of the signal, especially for a large space to
e eliminate signal-blind corners.

Yoo Scan the QR code to download TP-Link Tether app

Logout
‘Conveniently manage your network from any mobile device.
‘Complete control from the paim of your hand.

SErTTon
B Google Play

App

o Network Tab: provides various network options for the router
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Status A !
Quick Setup o
# T | el
Operation Made: WAN Settings .
WAN Connection Type:
e If your ISF is running a DHCP server, select the.

Dynamic IP option.

SLAN Dynamic IP hd If your ISP provides a static or fixed IP Address,

_IPTV ‘Subnet Mask, Gateway and DNS setting, select the:
AL IPAddress:  192.168.100.253 Static IP option.
lone
Subnet Mask.  255.265.255.0 If your ISP provides a PPPoE connection, select
Wireless PPPOE option.
— Gateway:  102.168.1001
Guest Network [ If your ISP provides BigPond Cable (or Heart Beat
—_— Signal) connection, please select BigPond Cable
DHCP o Reloase option
Forwarding If your ISP provides L2TP connection, please

—_—— e ———141 select L2TP option.

Security Advance b
If your ISP provides PPTP connection, please
select PPTP option.

Access Control Save If you don't know how to choose the appropriate:
e connection type, click the Detect button to_allow
Advanced Routing T the Router to automatically search your Internet
)  comecton for severs ana puotocos. The
connection type will be reported wien an active
Infernet. service i successily delecied by the
Router. This report is for your reference ony. To
make sure the connection type your ISP provides,
please refer fo the ISP. The various fypes of
Internet connections that the Rovter can detect are

as follows

Parental Controls

Bandwidth Control
IP & MAC Binding

Dynamic DNS Conveniently manage your network from any mobie device.
T Complete control from the paim of your hand.

Scan the QR code to download TP-Link Tether app

IPv6

System Tools
- PPPOE - Connections which use PPPOE
Logout that requires a user name and password.
« Dynamic IP - Connections winich use
dynamic IP address assignmen
‘. » « Static IP - Connections which use static 1P~




4. SETTING UP WIFI

Router Management Portal -> Wireless Tab
e Click on the Wireless tab in the wifi management portal navigation pane on the left.
e In the section under the Wireless tab, you will see several options like Basic Settings,
WPS, Wireless Security, etc.

o Basic Settings (21:35)
- Under the Wireless Tab, select the Basic Settings option.
- Inthe Wireless Network Name, enter the preferred name of the Wi-Fi,
for example, KPSPIN@VUMA
- Leave mode, channel and channel width as set (DO NOT CHANGE)
- Check Enable SSID Broadcast
- Save and wait until changes are saved successfully!
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10 tp-link Model No. TL-WRE40N

Status

Quick Sefup . .
eless Settinas Wireless Settings Help
Operation Mode Nire)ga5 aeting
Note: The operating distance or range of your wirsless
connection varies signiicantly based on the physical
placement of the Router. For best resuts, place your

Wireless Wireless: @ Enable () Disable R
# - Basic Settings » Wireless Network Name: [ KKPSPIN_VUMA (Also called SSID) « Near the center of the area in which your
4 wi will operate.

Network

P
_ . cation such as a high shelf
Mode: [11bgn mixed ~ « Away fom the polentisl sources of
interference, such as PCs, microwaves, and
chaner N o
. - With the Antenna in the upright position.
Channel Width « Away from large metal surfaces
[ Enable SSID Broadcast Note: Failure 1o follow these guidelines ean result in
Guest Network significant performance degradation or inabilty to

‘wirelessiy connect to the Router.
DHCP

——— ‘Wireless Network Name - Enter a value of up to 32
Forwarding “ characters. The same Name (SSID) must be assigned

1o all wireless devices in your network.

securly
Mode - You can choose the appropriate "Mixed"
Parental Controls mods.
Access Control 2} Channel Width - The bandwidth of the wireless
‘Advanced Routing Scan the QR code to download TP-Link Tether app e
—_—— Channel - This field determines which operating
Bandwidth Control ‘Conveniently manage your network from any mobile device. Trequency will be used. It is not necessary to change
N ‘Complete control from the paim of your hand. the wireless channel unless you notice interference
IF/&MAC; Hinding, B Google Play problems with another nearby access point. If you
Dynamic DNS select auto, then AP will choose the best channel
automatically.
1Pve

% @ | Enable SSID Broadcast - If you select the Enable
System Tools App  SSID Broadcast checkbox, the wireless router wil
e broadcast its name (SSID) on the air

o Wireless Security (24:00)

- Next, click on the Wireless Security section.

- Select the wireless security mode which is recommended (mostly is
WPA/WPA2-Personal)

- In the Version drop-down, select WPA2-PSK

- Go to Wireless password and enter your secure and preferred
password. (This is what people will use to access Wi-Fi)

- Leave the other setting unchanged and click save.

- Setting the Wi-Fi Coverage area: (You can choose to reduce the distance
from which someone can connect to the Wi-Fi)

- Scroll down and click Save.
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o . TP-Link Wireless N Router WR840N
tp-link

Model No. TL-WR84ON

_ Slatis ] (O Disable Wireless Security

Quick Setup

Operation Mode »@ WPAIWPA2 - Personal(Recommended)

Network Version:  [WPA2-PSK  ~ You can select one of the following security

less Security Help

options.
Wireless. Encryption: | AES i « Disable Wireless Security - The wireless
securty function can be enabled or
=EEEEEED Wireless Passuord:  [KPSIN VUMA disabled. If disabied, the wireless stations
_wps will be able o connect the device without
G Koy UpdatoPeriod: [0 | (N encypton 1 fecormmendsad stonaly nt
- Wireless Security you choose one of following opiions 1o
WPA/WPA? - Enterprise Eyaiichesly
- Wireless MAC Filter SRR - WPAWPA2 - Personal - Select WPA
W Version: | Auto v based on pre-shared passphrase.
bikia s L - WPAIWPA2 - Enterprise - Select WPA
- Wireless Statistics Encryption:  Auto - based on Radius Server.
—_— « WEP - Select 802.11 WEP securiy.
Guest Network RADIUS Server IF:

_ Each security option has s own seffings as
DHCE RADIUS Server Port: | 1312 (1-65535, 0 stands for default port 1812) described follows,

Forwarding RADIUS Servés Passiont WPAWPA2 - Personal Version - You can select
— one of ollowing versions,
ecuri

_— Grotsp Key Update Period: | Veersion - You can select one of following versions,
Parental Gontrols -

—_—— « Auto - Select WPA-PSK or WPAZ-PSK
Access Control [x] automatically based on the wireless
‘Advanced Routing Scan the QR code to download TP-Link Tether app i otefoffs <apakty and ﬁ‘;‘f;‘w

e e—— - WPA2-PSK - Pre-shared key of WPA2.
Banawidih Control Gonveniently manage your networl from any mobile device. 4

e Complete control from the palm of your hand. GETToN Encryption - You can select either Auto, or TKIP
2 MAC By

oogle Play or
Dynamic DNS Wireless Password - You can enter ASCI or
s Hexadecimal characters. For Hexadecimal, the

e ] length shouid be between 8 and 64 characters; for
System Tools App  ASClL I lengh should be between & and 63

e characters.

Logout o 2 -

o Wireless Advanced (28:30)
- Next, click on the Wireless Advanced section.
- In the Transmission Power drop-down list, select High for maximum
range (about 100 meters coverage)
- Check the Enable Short Gl and Enable Client Isolation options.
- Leave the other setting unchanged and click Save.

G (0 A Notsecure | tplinkwifinet o B ODC *»@ :

TP-Link Wireless N Router WR840N
Model No. TL-WRB40N

Status E 3 =
Quick setup Wireless Advanced 3
Wireless Advanced Help
Operation Mode
+ Transmit Power - Here you can specify the

Network transmit_power of the Router. You can

Transmit Power: select High, Middle or Low which you would
Wireless like. High is the default sefting and is

P Beacon Interval (40-1000) recommended

fast Sin Beacon Interval - The beacons are the
—wpPs RTS Threshold: 2345 (1-2346) packets sent by the Router to synchronize
a wireless network. Beacon Interval value

- Wireless Security Fragmentation Threshold: (256-2346) determines the time interval of the beacons.

_ Wireless MAG Filtel You can specify a value between 40-1000

DTIM Interval: (1-15) milliseconds. The default value is 100
» - Wireless Advanced

RTS Threshold - Here you can specify the

Enable Short GI RTS (Request to Send) Threshold. If the
- Wireless Statistics e i packel is larger than the speciied RTS
matke, Client Isolation Threshold size, the Router will send RTS
Guest Network Enable WMM frames 1o & pariicular recsiving stafion and
negotiate the sending of a data frame. The

pHce default value is 2346.

Fragmentation Threshold - This value is

Lot he maximum size defermining whether
Security “ packets will be_fragmented. Setting the

Fragmentation Threshold too low may

Parental Controls | result in poor network performance since
excessive packets. 2346 is the default
Access Control Qo setting and is recommendd

- DTIM Interval - This value determines the
Advanced Routing Scan the QR code to download TP-Link Tether app interval of the Delivery Traffic Indication
Message (DTIM). You can specify the value
Banawidth Control Conveniently manage your network from any mobile device. etueen 1-15 Beacon Intervals. The default
Complete control from the: palm of your hand. value is 1, which indicates the DTIM

1P & MAC Binding 4 E 2 Interval is the same as Beacon Interval

Enable Short GI - This function is
recommended for it will increase e cata

Dynamic DNS

IPv6 ‘ci;‘peacwy by reducing the guard interval
System Tools App « Enable Client lIsolation - Isolate all
connected wireless stations so that wirsless:

Logout > 4 » stations cannot access each other through  ~




o Wireless Statistics (31:00)

- Finally, click on the Wireless Advanced section.

- Under the wireless tab go to wireless statistics and view devices that are
connected to the Wi-Fi, the amount of traffic (packets/load) each device
consumes and the SSID it connects from. NOTE: You CAN NOT block
user from using the Wi-Fi from here)

€ 5 C (Y A Notsecure | tplinkwifinet - % BEO O *@

TP-Link Wireless N Router WR840N

10 tp-link Model No. TL-WRB4ON

Status =
Quick Setup Ty
Nireless S ireless stics Help
Operation Mode Wireless Statistics
This page shows MAC Address, Current Status,
Network Received Packets, Sent Packets and SSID for each
connected wireless station
Wireless Wireless Statons Currentyy Connected 1 | Refresh | wac Ad " S—
. ress - e conn wireless
phia g station's MAC address
-WPS D MAC Address Current Status | Received Packets | Sent Packets ssiD « Current Status - the connected wireless
. station's running status.
- Wireless Security 1 88460424820 Associated 4 4 KPSPIN_VUMA « Recsived Packets - packels received by the
station
- Wireless MAC Filte: « Sent Packets - packets sent by the station
ey B « SSID - SSID that the station associates with

~ Wireless Statistics You cannot change any of the values on this page. To
update this page and to show the current connected
wireless stations, click on the Refresh bution

Guest Network

DHCP Note: This page will be refreshed automatically every
5 seconds

Forwarding

Security

Parental Controls

Access Control

O]

Scan the QR code to download TP-Link Tether app ‘ DOWNLOAD ON THE:
App Store

SEvTon
B Google Play
IPve

System Tools App
Logout il

Advanced Routing

Bandwidth Control Conveniently manage your network from any mobile device.
P & MAC Binding Complete control from the palm of your hand.

Dynamic NS




SETTING UP GUEST WIFI

Guest network allows you to specify the time duration for which users/guests can use
the internet.

You can control the bandwidth / internet speed guests can consume.

You can set timeout for all / specific users e.g. at 8pm internet goes off and reconnects
maybe at 9am.

You can specify the maximum number of guests who can connect to the Wi-Fi e.g.
maybe 10 guests.

Router Management Portal -> Guest Network (35:40)

e Select the Router Management option in the navigation panel on the left.
e Enable Guest Network.
e In Network Name, enter the preferred name of the Guest network e.g.
KPSPIN_VUMA_GUESTS.
e Set the Maximum Guests number e.g. 32
e Under Security select WPA/WPA2-Personal
e Enter Wireless Password.
e In the section of Wireless Schedule click disable (But if you wish to set time schedule
you can enable and specify time limits)
e Leave other settings unchanged and click Save.
< C Y A Notsecure | tplinkwifinet o % BO0 *@:
o - TP-Link Wireless N Router WR840N
-3 tp-link Model No. TL-WR840N
Status -
Quick Setup Guest Network Guest Network Wireless Settings
Operation Mode
W ::n:ms::a;-;nngme Guest Network Wireless Settings
"wweess | B s To ACTS g5 My Coca Netiworc - Allow Guests To Access My Local Network
’ W Guest Network Isolation: ;ml;ssnah\ed‘ guests can communicate with
DHCP Guest Network Bandwidih Control Device's Bandwidih Control Function Is Disabled, Click 9 gf;§'$em°$’;;z':ggg W Cm i
Foraran St e e LI
# o G (o = Bt et o
Parental Controls Guest Network function here .
“ccess coor__| v @ Ot Ao T R
W Network Name: is;u‘;%sf: to all wireless devices in your Guest
Fema o= Max Guests number: . ;I?x Guests number - Maximum guests.(1-
I & MAC Binding Secury o Sy ey g i sy o
Dynamic « Access Time
IPYVG DNS Access Time o Ién[r:«;n:]tﬂ é‘l'fl ;'r;‘emcg::{mu;:;ne timer hits
B T [0 T ] Hours [0 | minutes ° scn‘edulem{ Dmmgld mwi time :RE
ystem Tools wireless stations could not access the

guest network
Logout

Note:

The range of bandwidth for Guest Network is
# Save 1 calculated according to the setting of Bandwidin
J Control on the page Bandwidth Controk->Control

Settings



6. DHCP SETTINGS

e Every device that will be connected to your network will require and must have a unique
identifier assigned by the router to access the internet. This identifier is called Internet
Protocol (IP).

e |Pis allocated or given out by DHCP Server.

e [P address looks like this one: 192.168.1.20 and every device must have a number like
this which is not similar to any other address (must be unique).

e In most cases you might need to leave these settings unchanged unless you have a
specific reason as to why.

e By default TPLink Router assign DHCP Server to allocate 99 set of IP addresses. This
means that only 99 devices / users can connect to the router at a given period/time.

e However, this is something you can change, for example from
192.168.100.4-192.168.100.254 to allow for 250 devices to connect to the router at the
same time. (The difference between 254 and 004 is the number of allowed devices)

e Note: you should be mindful of the quality of service and performance as 99 clients is
the number that allows TPLink to serve best).

Router Management Portal -> DHCP (41:55)
e Click on the Wireless tab in the wifi management portal navigation pane on the left.
e In the section under the DHCP tab, you will see several options like DHCP Settings,
DHCP Clients List, Address Reservation.

o DHCP Settings
- Under the DHCP tab, select DHCP Settings.
- Enable DHCP Server.
- Enter Start IP Address e.g. 192.168.100.5
- Enter End IP Address E.g. 192.168.100.254
- Leave other settings unchanged and Save.

< C (@ A Notsecure | tplinkwifinet o % BOD »@:
Stalus
Quick Setup -

DHCP Settings Help

Operation Mode
The device is set up by default as a DHCP
(Dynar Confi erver,

Network
Wireless
. DHCP Server: () Disable @ Enable
Guest Network . + DHCP Server - Ena Disable the
p— Start P Address: 192 168.0.100] e Bl e ol
e ol have another DHCP server within your
# - DHCP Settings EndIPAddress: | 192.165.0.25: network or else you must configure the P
addess of the computer manuall
Lease Time: minutes (1+2880 minutes, the defaut value is 120) 0 BRI i T e
¥ first address in the IP
Default Gateway: [192.168.0.1 192 1000900 = e ettt 1P
" § dress.
Fomvaning Defautt Domain : optional .+ End 1P Address - Thi ekl specifies the
last addiess i the IP_ Address pool,
Security DNS Server 0000 optional) 192.168.0.199 is the default sm 1P
Parental Controls Secondary DNS Server  [0.0.0.0 optional
Access Control
Agvanced Routing wi
Save amount of e, In s, ha the DHOP
Bandwidth Control address wil be “leased’. The time range is
1~2880 minutes. The defaull value is 120
IP & MAC Binding i
- + Default Gateway - (Optiona) Suggest to
Dynamic.DNS input the [P Address of the LAN port of the
IPV6 e
System Tools el
Logout aﬂdre;s oided by yout 5. O cont

S B oade Al ecte o Cpronli e
othe




o DHCP Clients List

- To view the current connected devices, click on DHCP Clients List.
- You will see Client Name: device name (Sometime vendor name e.g.

OPPO) under.
- MAC address: Device ID

- Assigned IP: IP Address allocated to devices
- Lease Time: Amount of time allocated to the device before the IP is

assigned to another device

- You can click the Refresh button to see the current list.

- NO CHANGES SHOULD MADE HERE.

< C (¢ A Notsecure | tplinkwifinet

TP-Link Wireless N Router WR840N
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Status
Quick Setup
Operation Mode DHCP Clients List

Network
wneess | This page displays information of all DHCP clients on the network.
" Guestewors |

DHCP

- DHCP Settings

# - DHCP Clients List
- Address Reservation » Refresh

Forwarding

D Client Name MAC Address

1 Enginesr 30.8D:99.C1FAET

Security
Parental Controls
Access Control
Advanced Routing B
Bandwidth Control
IP & MAC Binding
Dynamic DNS
1Pv6
System Toals

Logout

o Address Reservation

- Can be used to reserve an IP address for specific devices in the network

(for example: the server).

- Under the address reservation selection, you can add the device’s MAC

Address and IP Address.

This page shows Client Name, MAC Address,
Assigned IP and Lease Time of each DHCP Client
connected to the devi

« Client Name - The name of the DHCP cient.
« MAC Address - The MAC address of the

DH(

s that the device

fent.
- The time of the DHCP client

You cannot change any of the values on this page. To
update this page and to show the current connected
devices, click on the Refresh bu

App

- Select Status as Enabled to activate the reservation.

€ C (@ A Notsecure | tplinkwifinet

TP-Link Wireless N Router WR840N
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Stalus
Quick Setup
Operation Mode
Network

HCP Address Reservatio

Wireless Tnis page displays the static IP address assigned by the DHCP Server and allows you to adjust these configurations by clicking the
fields

‘Guest Network
o MAC Address:

Add New | _ EnableSelected | | Disable Selected |

- Adaress Reservation
Forwarding
Securlly
Parental Controls

Refrech

Access Control
Advanced Routing
Banawiath Control
IP & MAC Binding
Dynamic DNS
IPVE

System Tools
Logout

Address Reservation Help

When you specity a reserved IP address for a PG
Inhe LAN, tat PC will avays feceive the same 1P
address each ime when it accesses the DHCP
server. Reserved IP addresses could be assigned
1o Servers that require permanent IP settngs

= MAC Address - The MAC Address of the
PC that you want o ressrve an IP address

for.

- IP Address - The IP address that the
device reserved

« Staws -t shows whether the entry is
enabled of not

- Edit-To oat or daleta an axsting entry.

To Reserve IP Addresses, you can follow these
steps.

1. Enler the MAC Address (The format for the

MAG Address 15 XX 0000000 and
the [P address in dofied-decimal nolation of
the computer you wish to add

2 Click the Save bution.

To edit a P Address, you can follow these
steps.

1.Select the reserved address entry as you
desired, =it L I you wish fo delete the
eniry. select ine eniry and dick the Delete
Selected butian

2.1f you vish to dalste the anty, ssiect the
eniry and click the Delete Selected bution

3. Click ihe Save bution.

Cick the Add New button 10 add a new Address
Reservaton entry

ARR Gick the Enable Selected bution o ensble the =




7. CREATE AND MANAGE NETWORK ADMINISTRATORS

e This setting will allow you to restrict devices that can access the router web interface
and settings.

e To do this you can specifically identify devices which are known to you and you trust
can perform router settings. We call these devices as administrators.

Router Management Portal -> Security (53:30)
e Click on the Security in the wifi management portal navigation pane on the left.
e In the section under the Security tab, you will see several options like Basic Security,
Advanced Security, Local Management and Remote Management

o Security
- Under the Security tab, you will see the Basic Security page.
- By default, all basic security measures are activated. DO NOT CHANGE
anything.

< G Y A Notsecure | tplinkwifinet - % BEOD M@ :

Status

Quick Setup . -
Basic Security Help
Operation Mode

ou can configure the Basic Securiy Seftings on
Network this page.
Wireless Firewall Firewall - Here you can enable or disable the
pe s Router's firevial.

— Enable SPI Firewal « SPI Firewall - Stateful Packet Inspection
DHCP ¢

(SPI) helps to prevent cyber aftacks by
tracking more state per session. 1 validates

Forwarding hat the traffic passing through the session

conforms o the protocol. SPI Firewall is

S VPN b enabled by factory default. If you want all

# - Basic Security fhe computers on the LAN exposed io the
PPTP Passhrough @ Enable () Disable outside world, you can disable it

VPN - VPN Passihough must be enabled if you

L2TP Pass-through: @ Er
5 want to allow VPN tunnels using VPN protocols to
ass through the Router

IPSec Pass-through: @ Enable (O Disable

Parental Controls

Access Control

Advanced Routing S
Banawidth Control FIPALG @
1P & MAC Binding TFTPALG e
% HIZIALG Internet an
Dynamic DNS 3 I
P SIPALG @ Enable (O Disable click Enable
, : - « IPSec Passthrough - Intemet Protocol
System Tools RTSPALG: @ Enable O Disable security (IPSec) is a suite of protocols for
ensuring private, secure communications
Logout > over Intemet Protacol (IP} networks

through the use of cryptographic security
senvices. To allow IPSec tunnels to pass
App through the Router, click Enable.

o Advanced Security
- Under the Security, select Advanced Security.
- DoS should always be enabled to protect the network from cyber
attacks.
- (Check all the following checkboxes)
- Enable ICMP- Flood Attack Filtering.
- Enable UDP- Flood Attack Filtering.
- Enable TCP- SYN- Flood Attack Filtering.
- Enable Forbid Ping Packet From WAN Port.
- Enable Forbid Ping Packet From LAN Port.
- Click Save
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Status
Quick Setup
Operation Mode Advanced Security
Network

Wireless Do Protection: @ Enable () Disable

Guest Network
() Enable ICMP-Flood Attack Filtering
DHCP

ICMP-Flood Packets Threshold (5~3600): packets/second

Forwarding
mgm (] Enable UDP-Flood Attack Filtering
~ Basic Security UDP-Flood Packets Threshold (5~3600) . [500 packets/second
# - Advanced Security
[0 Enable TCP-SYN-Flood Attack Filtering
- Local Management b
e ey TCP-SYN-Flood Packets Threshold (5~3600) packets/second
Parental Controls Forbid Ping Packet From WAN Port
Access Control (] Forbid Fing Packet From LAN Fort

Advanced Routing

Bandwidth Control # Save Blocked DOS Host Lis

IP & MAC Binding

System Tools

Logout

o Local Management

- Under local management, you can restrict which devices can access the

Router Management Database.

Advanced Security Help

Using the Advanced Settings page, you can
protect the Router from being attacked by TCP-
SYN Flood, UDP Flood and ICKIP-Flood

Note: FLOOD Fillering will take effect only when
the Statistics in System Tools is enabied

« Dos Protection - Enable or Disable the
DoS protection function. Only when it is
enabled, will the flood filters be enabled.
Enable ICMP-FLOOD Attack Filtering -
Enable or Disable the ICMP-FLOOD Attack
Filtering

ICMPFLOOD  Packets  Threshold
(5~3600) - The default value s 50. Enter a
value between 5 ~ 3600. When the current
ICMP-FLOOD Packets number is beyond
the set value, the Router will startup the
blocking

Enable UDP-FLOOD Filtering - Enable or
Disable the UDP-FLOOD Fitering
UDP-FLOOD  Packets reshold
(5~3600) - The defaut value is 500. Enter a
value between 5 ~ 3600. When the current
UPD-FLOOD Packels number is beyond
the set value, the Router will startup the
blocking function immediatel

Enable TCP-SYN-FLOOD Attack Filtering
- Enabig or Disable the TCP-SYN-FLOGD
Attack Filtering

TCP-SYN-FLOOD Packets Threshold
(5~3600) - The default value s 50. Enter a
value between 5 ~ 3600. When the current
TCP-SYN-FLOOD Packels numbers is
beyond the set value, the Router wil
startup the blocking function immediately.

« Forbid Ping Packet From WAN Port -

- Under the Security tab, open the Local Management page.

- Click the second option which says ONLY PCs listed ...

- NOTE: The first option is always you PCs MAC address thereafter you
can add others (people/devices with management roles).

- Set and click Save.
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Status

Quick Setup

Operation Mode Local Management

Network

‘Wireless Management Rules

Guest Network O All the PCs on the LAN are allowed to access the Router's Web-Based Utiiity
?‘ @ Only the PCs listed can browse the built-in web pages to perform Administrator tasks

Forwarding MAC: | 30:8D-99:C1:FAE1

SR Your PCS MAC Address: 30,80 .99.C1:.FAET ?
- Basic Security

- Advanced Security

# - Local Management » Save

Remote Management
Parental Gontrols
Access Control
Advanced Routing
Bandwidth Control
IP & MAG Binding
Dynamic DNS
IPv6

System Tools.

Logout

Local Management Help

This page allows you to deny LAN computers from
accessing the Router.

By default, the radio bution All the PCs on the LAN
are_allowed to access the Router's Web-Based
Utility is selected. If you want to allow PCs vith
specific MAC Addresses to access the Setup page of
the Router's Web-Based Utiity locally, from inside the
network, click the radio button Only the PCs listed
can browse the builtin web pages to perform
Administrator tasks,and then enter MAC Address in
Your PG's MAG Address field. The format for the MAG
Addiess  is  XXXXXXKXXXXX (X s any
hexadecimal digit).Only the PC with the MAC address.
listed can use the password to brovse the built-in web
pages to perform Administrator tasks and all the
otners will be blocked

After click the Set buttan, your PC's MAC Address will
be placed in the Control List above.

Click the Save button to save your settings.

Note: If yaur PC is blocked and you want fo access
the Router again, use a pin to press and hold the
Reset Button on the back panel about 5 seconds to
reset the Routers factory defaults in ne Routers
Web-Based Utiity.



8. CHANGING MANAGEMENT ACCESS RIGHTS

Here you will learn how to change the username and password of the router from default
values. These are the rights administrators will use to login into the router interface. Please
keep them safe and secure!

Router Management Portal -> System Tools (59:30)
e C(Click on the System Tools in the wifi management portal navigation pane on the left.

e In the section under the System Tools tab, you will see several options like Time
Settings, Diagnostics, Firmware Upgrade, etc.

o Time Settings (59:50)

- Under the System Tools tab, open the Time Settings page.

- Set the Time Zone to your preferred time zone, for eg GMT+3 for
Nairobi.

- You can set the current Date and Time to allow the system to maintain
accurate logs.

- Click Save.
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Wireless

Guest Network

DHCP

Forwarding

Security

Parental Controls

Access Control

Advanced Routing

Bandwidth Control

IP & MAC Binding

Dynamic DNS

1PV6

System Tools

# - Time Settings
U de

Time Settings

Time Settings.

# Time Zone:

Date:

Time

NTP Server1:
NTP Server 2:

Get GMT

Daylight Saving

[(GMT+03:00) Baghdad, Kuwait. Riyadh

(2021 Jvear[s

| Monin 20

| Day

(1 | Hour 8

| minute [23

T secona

Get from PC

(Only when the Internet connection is active).

# Save

Enable Daylight Saving: (]

start:

End:

Mar v |Lastw

Oct v Lastw

Sun v 01:00 v

Sun v 02:00 v

Time Settings Help

This page allows you to set the time manually of to
configure automatic time synchronization. The
device can automatically update the time from an
NTP server via the Internet

Time Zone - Select your local time zone from this
puil-down list

To set time manually:

1. Select your local time Zone.
2. Enter the Date.

3. Enter the Time.

4. Click Save.

For automatic time synchronization:

1. Enter the address or domain of the NTP
Server 1 or NTP Server 2

2. Click the Get GMT button to get GMT from
tne Internet

To set up daylight saving

1 Select the Enable Daylight Saving
checkbox 1o enable daylight saving
function

2 Select the correct Start time and End time
of daylight saving range

3. Click Save.

Note:

1.This setting will be used for some time-
based functions such as firewall functions.
These fime dependant functions will not
work if time is not set. Therefore, it is
important to specify time settings as soon
as you successiully login to the device.

o Diagnostic Tools (1:01:17)
- To test whether the router is receiving network connection or not, open

the Diagnostics page.

- You can select Ping to reach a certain device/ IP to check if there is a

complete connection.
- Disconnected- no results, Connected- results
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Wireless Diagnostic Parameters
Guest Network i i
B » Diagnostic Tool: @ Ping () Traceroute Diagnostic Tools Help
DHCE The diagnostic tooks (Ping and Traceroute) allow
Forwarding P address/Domain name: You to check the connactions of your network

components.

e ———a Eng]Count ping(1-50) Diagnostic Tool - Glick the radio bution to select
diagnostic too
Parental Controls Ping Packet Size: R one diagnosiic too

« Ping - This diagnostic tool troubleshoots.

Access Gontrol Prg Treout 1 o sy it

Advanced Routing resolution 10 @ given hest or gateway by
—_— Traceroute Max TTL: | 20 (1-300 using the Internet Control ~ Message
Bandwidth Control Protocol (ICMP) protocols mandatory Echo
_ . Request datagram to elicit an ICMP Echo
1P & MAC Binding Diagnostic Results Response from a host or gateway. You can
e ] use ping to test both numeric 1P address or
Dynamic DNS p domain name. If pinging the IP agdress i

successful, but pinging the domain name is.
1PV not, you might have a name resolution
problem. In fthis case, ensure that the

SEETIS domain name you are specifying can be
resolved by using Domain Name System

- Time Settings ol
» Diagnostic ute - This diagnostic tool
determines the path taken to a given host

- Tracerout
- Firmware: Upgrade by sending Intemet Control Message
. Protocol (ICMP) Echo Request messages
EAClorg DETalls with varying Tme to Live (TTL) values to
- Backup & Restore the destiation. Each gateway along the
path is required to decrement the TTL in an

- Reboot IP packet by at least 1 before forwarding it
Effectively, the TTL & a maximum link

=l counter. When the TTL on a packet reaches
_ System Log 0, the gaieway is expected io reium an
IGMP Time Exceeded fesponse to your

- Statistics - device. Traceroute determines the path by
sending the fiist Echo Request message

Logou with & TTL of 1 and incrementing the TTL

App by 1 on each

o Firmware Upgrade (1:02:20)
- Used to upgrade the firmware (software) of the router.
- It is automatically set to upgrade the router at a time when there is least
activity on the Network.
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Model No. TL-WR840N

Wireless
Guest Network
DHCP

Firmware Upgrade Firmware Upgrade Help

To upgrade the device's frmware, follow these
Forwarding instructions:
Firmware File Path: [ Choose File | No file chosen 1. Download a most recent firmware upgrade file
from our website
Firmware version  0.9.1 4.16 v0001.0 Build 180614 Rel. 404940 s p-link com ).
Frrenial contioks 2. Enter o select he path name where you save

pr———— Hardware version:  TL-WRE40N v6 00000007 Tt o o o o e o e
File Name biank
Advanced Routing . Click the Upgrade bution

| The device will reboot while the upgrading has

Bandwidth Control Upgrade been finished

1P & MAC Binding Firmware Version - Displays the current frmuare
version.

Dynamic DNS

Hardware Version - Displays the current hardware

version. The hardware version of the upgrade file must

s,m Tools. accord with the current hardware version.

~Time Seffings

- Diagnostic
Fimware Upgrade

- Factory Defaults

- Backup &Restore

- Reboot

Note: The firmware version must correspond fo the
hardware. The upgrade process takes a few moments
and the device restarls automaticaly when the
upgrade is complete_ It is important to keep power
applied during the eniire process. Loss of povier
during the upgrade could damage the device

- Password
- System Log
- Statistics
Logout

o Password (1:03:45)
- You will be asked to enter both Old Username and Old Password. (Use
admin for both).
- Then enter your preferred New Username and New Password and then
confirm the new password to make sure they are similar.
- Click Save (router automatically reboots upon updating password).
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Wireless
Guest Network
DHCP

Password

Forwarding
Securty

Parental Controls
Access Control
Advanced Routing
Bandwidth Control
1P & MAC Binding
Dynamic DNS
1Pve

- Time Settings
- Diagnostic
- Firmware Upgrade
- Factory Defaults
- Backup & Restore
~Reboot
- Password
- System
- Sta\lsucgkj
Logout
tplinkwifinet/MenuRpm.htm#._log htm

User Name:

Old Password:

New

User Name:

New Password

Confirm password:

o System Log (1:04:00)

- They collect information and maintain log of all the changes that happen

in the router.

- You can save these logs manually/ automatically under the System Logs

tab.

3 NETWORK MANAGEMENTTOOL X | - TLWRSAON
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Guest Network
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N

Usemame and passworcan contain between 1 - 15 characters and may not include spaces.

TNET_WIRELESS'

[

_-—) . ot

Recy ACK from server 192.168.100.1 with ip 192.168.100 253 lease
time 600
Send REQUEST to server 192.168.100.1 with request ip

Rocv DNS serveraddress 103168 100.1,10.16.02
ooy ACK o s 192.163 100 1 withp 162 168,100 253 s

‘Send REQUEST to server 192.168.100.1 vith request ip

Recy DNS server address 192.168.100.1,10.16.0.2
Recy ACK from server 192.168.100.1 with ip 192 168,100,253 lease

‘Send REQUEST to server 192.168.100.1 with request ip

Recy DNS server address 192.168.100.1,10.16.0.2.
Recy ACK from server 192.168.100.1 with ip 182.168.100.253 lease

System Log
DHCP
Forwarding
Log Type: [ALL v]  LogLevel: [Debug v

Parental Controls sc | werrevuroaw Ui | nows
ificcess Contiol 53| 2021-05:2007:5400 DHCPC | Notcs
Advanced Routing
Banawiath Control 54| 0210520075350 DHORC| MNotce  gonqrei ool
IP & MAC Binding 55 | 2021-05-2007:48:59 | DHCPC | Notice
Dynarmic DNS

55 | 0210520074859 DHCPC  Notce

time 600
S | 2210520074858 | DHOPC | Notce e jenaoie)
Time Settings

58 | 2021:052007:4358 DHCPC  Natice
- Diagnostic
~Firmware Upgrade 59 | 2021-052007:4358 OHCPC| Notcs o0
- Factory Defauts
- Backup & Restore B0 | 0210520074357 | DHOPC|  Notico | oo =0T
- 61 | 2021:0520073857 DHCPC  Natce
- Password
Bt © | 210520073857 DHCRC  Notce oo

- Statistics 22 | ame g anaraoss

TP-Link Wireless N Router WR840N
N

Model No. TL-WR8A40!

Wireless

Guiest etwork, Syslog Settings

DHCP.
Forwarding

save Locally
Parental Controls
Access Control geve Romoty
Advanced Routing

Bandwidth Control
1P & MAC Binding
Dynamic DNS

- Time Settings
- Diagnostic
- Firmware Upgrade
- Factory Defaults

- Backup & Restore
- Reboot

- Password

- System Log
- Statistics

Logout

‘Send REQUEST to server 192.168.100.1 with request ip

Save Back

Password Help

1t s strongy recommendeg that you change tn
et s nam and paseurd o the devics

e

utity will be prompted for the device's user name and

Note: The new user name and password must not
exceed 15 characters in length and must not include
any spaces. Enter the new Password tuics to confirm
it

Click the Save button when finished.

Click the Clear All button to clear all.

o Y

System Log Help

Log Type - By selecting the log type, only logs of this
type will be shown.

Lo e e
level will be shown.

Reiresh - Refresh the page to show the atest log list.

T S DO O
‘permanently, not ust from the pa

Save Log - Click to save al the logs in a tt fle.
Log Settings - Click to set the logs in the screen.

« Save Locally - If Save Localy is selected,
‘events vill be recorded in the local mer
Minimum Level - Select the Minimum level in
the arop-down list, for the Minimum Level, all
nis above or equal to the selected
Tevel will be dispiayed.
. motely - If Save Remotely is

lected, events will be sent to the specified [P
‘address and UDP port of the remote sys
log server.

App

o % BOO*»@

System Log Help

Log Type - By selecting the log type, oniy logs of this
type will be shown.

Log Level - By selecting the log level, only logs of this
Tevel will be shown.

Refresh - Refresh the page to show the latest log fist
ClearLog Al e logs il be deleed o e device
permanently.not just from the pag
Save Log - Clickto save all the logs in a tt fle.
Log Settings - Click fo set the logs in the screen.

» Save Localy - W Save Local s soctd,

logged events above or equal fo the selected
fevl il e diplayec

. - if Save Remotely is

i i N i

‘address and UDP port of the remote system

log server.

App



o Statistics (1:06:50)

- Under Statistics, you can see the current users connected to their
network and their bandwidth usage.
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Wireless
Guest Network

Traffic Statistics Sliistcsleln)
DHCP The Statistics page shows the network trafic of
each PC on the LAN, including lotal traffic and the
Forvarding valle of the last Packets Statistic inferval in
Traffc Staistcs—LAN Pt
Parental Controls Traffic Statistics: @ Enable () Disable. Save o e E2ioly Ghis - Eris) @

Access Control

Disabled. The default value s disabled. To
Statistcs Interval 2

nable it, click the n. I it is
disabled, the function of DoS protection in
Security settings will be disabled

Advanced Routing
Statistcs List:

« Packets Statistics Interval - The default
Bandwidth Control value is 10. Select a value between 5 and
Total Current 60 seconds in the pul-down list The

IP & MAC Binding - Packets Statistic interval value indicates the

1P Address. icp peration time secion of the packets statitic.
Dynamic DNS MAC Addegs | PaCKeLS Bytes Packets Bytes. Tk UDPTX  SYNTX + Clck the. Refresh button to refresh the
page.
1921680000 | 1o g9 | 20260631 | 10004 | 4003410 o0 | 75397539 | 14114 t Delet D e DI
30:8D99CIFAE! . g ! 1003, reset Delete

values of al entries to zer
Cick the Delete All button to delete all

- Time Settings entries in the table.

- Diagnostic Statistics Table
- Firmware Upgrade ResstAl | | DeloteAl Refresh ) « 1P AddressMAC Address - The 1P
S acioey Decaits Address and MAC address are displayed

with related statistics.
« Total
« Packets - The fotal number of
packets received and transmitted by
the Router.
« Bytes - The total number of bytes

- Backup & Restore
- Reboot
- Password

- System Log recanad and transmited by the
- Statistics « Current

=" Packets - The number of packets
received _and  transmitted _ per
5 App second at the speciied Packels

Logout



CHECKING FOR DEVICES CONNECTED TO THE NETWORK

Enter IP address in browser search bar

+ TL-WRB4IN x +
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Login to the tp-link router management portal.

On the menu to the left of the page, scroll and select “DHCP Client List”

P Towssan x4

- o
€ 5 C O Notseare | 15216801 ok 50 @)

TP-Link Wireless N Router WRB41N

o TIRI

P satogs BT T T——
s £t st 0 O o ot P
AR S e Status

o |

o | Quick Setup
T Operation Mode
e S s Network
o o Wireless
o Guest Network

Logout mcp
- DHCP Settings
- DHCP C"emit"jm

&

yation

Clients on the network will be displayed on the page. Page displays different devices
connected to the network.
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Status
Quick Setup
Operation Mode
Network
Wireless This page cisplays information of al DHCP clents on the network

Guest Network
) Client Name MAC Address Assigned IP Lease Time

1 DESKTOP-628HCNO 01CET E2484D 192168.0.108 015752

DHCP Settings
Vivo-1716 94147A6D 9376 192.168.0.100 015529

~DHCP Clenta List
@1 Hostname AB329A00.07:80 1921680101 012546

- Address ResJation

Forvarding

Securty

Parental Controls

OPPO-FY 50207545 87.9F 192.168.0.105 014330

2
3
s Vo-1606 941474539488 192.168.0.100 013312
5
s Vivo-1816 08A8B49F54B 1921680114 014756

Access Control
Advanced Routing Refresh

Banawidth Control
1P & MAC Binding

Dynamic NS
1PV

System Tools
Logout




10. FAQ’s

Does allowing for additional users negatively impact the speed of each user?
Yes - there is only a certain amount of connectivity that is shared among all the users on the
network. More users on the network means each user gets a smaller share.

How we change the number of ts allow n the network?
In the menu on the left, click “Guest Network”. From the form in the center of the webpage,
change the value of “Max Guests number”.

What does client isolation mean, and should it be enabled?

With client isolation enabled, users connected to the internet cannot look at what other users
are sending over the internet. This is an important feature to have enabled because we do not
want a malicious user stealing personal information or data from other users without them
knowing.

How can we monitor which users are using greater amounts of data?

In the menu on the left, click System Tools > Statistics. In the center of the webpage, there is a
list of the IP Addresses of the devices on the network. The total number of bytes is an
appropriate measure of network usage for the device.

Is there a way to physically reset the router?

Yes, there is a button on the router that can be held down to reset the router to factory settings.
However, resetting the router will also require reconfiguration, which requires Tunapanda to
send a network engineer.




11. APPENDIX: FINDING YOUR ROUTER’S DEFAULT GATEWAY IP

You can use the following steps to find your router’s Default Gateway IP address to access its
relevant WiFi Management Portal.

11.1.  Finding Router Default Gateway IP Address Via Control Panel
e Open the Windows search bar and type Control Panel in the search box.
e Hit Enter. You can also double click on the Control Panel app.
e Under Network and Internet, click on View network status and tasks.

Control Panel

« > ~ 4 H > Control Panel

File Edit View Tools

Adjust your computer's settings View by: Category ¥
System and Security : User Accounts
Review your computer's status SE &) Change account type

Save backup copies of your files with File
History

Backup Etd REstaTE CATRASRET) Appearance and Personalization

el Salnfeinet Clock and Region
View network st d tasks e

Change date, time, or number formats

7 Hardware and Sound

f e i Ease of Access
view Ices ar pri rs
ﬁ S RENICSARG PN Let Windows suggest settings
Add a device

Optimize visual display
Adjust commonly used mobility settings

Programs
['] Uninstall a pragram

e Then click on the link for Connection: WiFi. If you are connecting directly to your router
with an Ethernet cable, this might say Connection: Ethernet instead.

¥ Network and Sharing Center

« > » 1 ¥ > Control Panel > All Control Panel ltems > Network and Sharing Center

File Edit View Tools
View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing HelloTech

Access type: Internet
settings iF

Private network Connectionsy «

Media streaming options

Change your networking settings
Lr-‘.ﬁ. Set up a new connection or network
<
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
] T t prot r
|_=_‘ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.




® Then click on Details in the pop-up box.

affl] Wi-Fi Status

General

Connection

IPv4 Connectivity:
IPvb Connectivity:
Media State:
SSID:

Duration:

Speed:

Signal Quality:

Wireless Properties

Internet

No network access
Enabled

HelloTech
06:44:55

200.0 Mbps

Rl
|

Activity
Sent = %E ——  Received
Bytes: 97,837,705 | 1,284,374,974
| !;Eroperﬁes !;Qisable | Diagnose

Close

*

Your router’s IP address will be next to IPv4 Default Gateway.

Network Connection Details

Network Connection Details

X

Property
Connection-specific DNS S
Description

Physical Address

DHCP Enabled

IPv4 Address

IPv4 SubnetMask

Lease Obtained

|
IPv4 DNS Server
IPv4 WINS Server
NetBIOS over Tepip Enabl..




11.2 Finding Router Default Gateway Ip Address Via Command Prompt

e Open command prompt using the bottom search toolbar. A window named ‘Command
Prompt’ should pop-up.
. Windows Ease of Access
. Windows PowerShell
o™ Windows Security
. Windows System
“*~|| Command Prompt
Control Panel
File Explorer
Run
Task Manager

i This PC

& Windows Administrative Tools

r ) X
@ Xbox Console Companion
Q Xbox Game Bar

¥

n Your Phone

£ [fype here to search

[E%] Command Prompt




e Type ‘ipconfig’ and press Enter/Return

[&~] Command Prompt

disconn

Ethernet adapter v

Connection®

e Video walk through: https://www.youtube.com/watch?v=X8SFK609WOA


https://www.youtube.com/watch?v=X8SFK609WOA

